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Phishing Awareness Test



Phishing Awareness Test
Strengthen your human firewall

Cybercriminals exploit the
unfamiliar situation of most of us
working from home. They
increasingly send malicious
phishing emails and SMS
(smishing). We have seen
numerous examples of
cybercriminals impersonating
health authorities, Netflix, internal
company employees, and more.
Therefore, it is important

to take precautions during this
time. Raise awareness among
employees and educate them on
how to protect themselves.

Through a Phishing Awareness
program, you will enhance
employees' ability to resist
phishing attacks. The focus will be
primarily on education rather than
testing employees.

-

~
Benefits & Value

Insight into employees'
maturity level regarding the
threat of a malicious phishing
attack.

Learning elements that
create optimal conditions for
employees to understand
what they should be aware
of in a potential phishing
email.

Good advice and guidance
on how to protect against
phishing attacks.

Enhancement of awareness
and security levels internally
within the organization.

Strengthening your human
firewall.




Embracing Human Error:
Turning mistakes into meaningful insights

In the event of an employee
clicking on a link, downloading a
file, or opening an attachment,
an automatic redirection to a
dedicated website can provide
guidance on the error committed
and highlight key points to be
vigilant about. This method
serves as a valuable educational
tool, enhancing comprehension,
increasing awareness, and
fortifying employees against
external threats. This educational
approach is further reinforced by
a phishing awareness video,
aimed at instructing employees
on identifying phishing emails
and safeguarding both the
organization and themselves
from cyber threats.

Minimum Requirements

The following are the minimum
requirements for conducting a Phishing
Awareness Test:

Phishing Awareness Test:

- Whitelisting of sender domain

- Provision of email addresses (CSV or
Excel file)

- Notification to operations
manager/partner

Awareness Video:
No specific requirements; we provide a
system where the video is displayed.

A Phishing Awareness Test program
includes:
e T Phishing Awareness Test
e TLanding page with do's & don'ts
1 Awareness video
1 Report
Setup included
Sending included
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